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Overview

Fuzzy hashing is a concept which involves the hith compare two distinctly different
items and determine a fundamental level of simiyaf@xpressed as a percentage) between the
two. This paper explores the possibility of utiig fuzzy hashing as a means for identifying
similarities in emerging families of malicious code
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The Malware Threat

Advances in malicious code development have intedurobust plug-and-play malware
development platforms. According YorusTotal.com the last 24 hours have seen almost 10,000
infected files submitted to their site (shown belows the global community becomes more and
more interconnected and the ease and speed of neatleaelopment decreases, new malicious
code will continue to grow at an alarming rate.

Figure 1: VirusTotal.com 24-Hour Results (Red = Inécted)

In such a hostile environment, antivirus defensegelbecome an absolute necessity. The hard
work of the companies involved in antivirus defers&ches far and wide in efforts to protect our
servers and our PCs. Malicious code researcheveg\er, are left in a bind. Due to the wildly
inconsistent naming convention of different antigirvendors, it is necessary to utilize a small
army of antivirus tools to rapidly identify as manyfferent samples of malicious code as
possible. Sometimes several tools will identifymalicious code sample by similar names.
Sometimes they will be completely different. Aitlsither times, none of the tools in our arsenal
will identify a new malicious sample. Using fuzlagshing techniques as an additional layer on
top of an existing antivirus infrastructure, setumesearchers can more quickly tie together
different forms of malicious code.
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What is Fuzzy Hashing?

The concept of fuzzy hashing stemmed from Dr. Amdfeidgell’'s work called “spamsum”. In
attempting to develop a means to identify commaiealiin email-based spam messages, Dr.
Tridgell developed a signature algorithm with a temof unique properties. Specifically, he
identified these unique properties as describeoviael

“non-propogation: In most hash algorithms a charigeany part of a plaintext
will either change the resulting hash completelywoll change all parts of the
hash after the part corresponding with the changdaintext. In the spamsum
algorithm only the part of the spamsum signatus ttorresponds linearly with
the changed part of the plaintext will be changEis means that small changes
in any part of the plaintext will leave most of thignature the same. This is
essential for SPAM detection as it is common forams of the same SPAM to
have small changes in their body and we need tarrenthat the matching
algorithm can cope with these changes.

Alignment robustness: Most hash algorithms are \aignment sensitive. If you
shift the plaintext by a byte (say by insertinglaracter at the start) then a
completely different hash is generated. The spamalgorithm is robust to
alignment changes, and will automatically re-alitire resulting signature after
insertions or deletions. This works in combinatisith the non-propogation
property to make spamsum suitable for telling & gmails are ‘similar’.

The core of the spamsum algorithm is a rolling hashilar to the rolling hash

used in ‘rsync’. The rolling hash is used to proels series of ‘reset points’ in
the plaintext that depend only on the immediateeodn(with a default context
width of seven characters) and not on the earlielater parts of the plaintext. A

stronger hash based on the FNV algorithm is theedus produce hash values of
the areas between two reset points. The resultiggature comes from the
concatenation of a single character from the FN'g¢hper reset point.”

(Tridgell. 2003.)

Building on this concept of a rolling hash-basegloathm, in 2006 Jesse Kornblum developed
an open source tool known as ssdeep. Accorditigetssdeep website:

“[Ssdeep] computes a checksum based on contexfetrggl piecewise hashes for
each input file. If requested, the program matdhese checksums against a file
of known checksums and reports any possible matches

(Kornblum. 2006.)

The ssdeep tool, which shall be the primary toeldu®r experimentation throughout this paper,
returns a similarity percentage between two filébe higher the percentage reported by ssdeep,
the more similar the two pieces of code. Thus@d®ould indicate that all of the code in one
file is also found in the other; while a 50% simitya would imply that only half of the code
found in both samples was found to be similar.
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Fuzzy Hash Test #1: Similarities by Packers

Test Objective: Determine the effect of various binary packers @ample set of known good
executables.

Test Information: Malicious code developers utilize many differeathniques to obfuscate

their binary code. This increases the difficulfydetecting the true intention of malicious code
analysts. These techniques run the gamut fromlsiX@R encoding to more complex virtual

machine-based encryption. This test will examine éffect on fuzzy hash similarity when

utilizing different binary packing tools and tecues.

Sample Base: The sample base for this test included no malicioode. Instead, several
Windows 32-bit portable executable applications destrating functions often seen in
malicious code were selected. The names of al$ tatdized in these tests are hidden to focus
more on specific results.

Application Number Application Category

Command Shell Utility #1

Web Browser #1

Web Browser #2

Internet Relay Chat Client #1

Command Shell Utility #2

TCP/IP-based Scanning Utility

N|IO|OARIWIN|F-

TCP/IP-based Sniffing Utility

Table 1: Application Samples for Test #1

Binary packing utilities were selected to represenainge of techniques typically seen in use in
the wild today. In all cases, default options wesed. In cases where options were required,
such as the use of encryption keys, identical kesre used across the board.

Packer Number Reported Packing Capabilities

Compression

Compression

Compression, Extensible, Software Protection

Compression

Anti-crack, License Management, Wrapper

Software Protection, Encryption, Compressionehse Management

N[OOI |WIN(F

Polymorphic Engine, License Manager, Anti-debagdi echniques

Table 2: Packing Utilities for Test #1
Method:

Each binary in the sample base was compared ntlittie ssdeep utility.

A copy of each binary in the sample was made.

Each application copy was packed with packer #1.

All packed and unpacked binaries were compareizintj the ssdeep utility.
Steps 2-4 were repeated for each of the remainjpecking utilities.

arwnE
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Data:

Application 1: Command Shell Utility #1

Al

Al-P1

Al-P2

Al-P3 Al-P4 Al-P5 Al-P6 Al-P7

Al

100

72

Al-P1

100

Al-P2

100

Al-P3

100

A1-P4

100

Al-P5

100

Al-P6

100

Al-P7

72

100

Table 3: Application 1 Similarity Results By Packer(Test 1)

Analysis: Across six of the seven tested binarykpar utilities, only one demonstrated any
fuzzy hashing similarity to the original file.

Application 2: Web Browser #1

A2

A2-P1

A2-P2

A2-P3 A2-P4 A2-P5 A2-P6 A2-P7

A2

100

A2-P1

100

A2-P2

100

A2-P3

100

A2-P4

100

A2-P5

100

A2-P6

100

A2-P7

100

Table 4: Application 2 Similarity Results By Packer(Test 1)

Analysis: Across all seven tested binary packiniities, no fuzzy hash similarity to the original
file was demonstrated.

Application 3: Web Browser #2

A3 A3-P1 A3-P2 A3-P3 A3-P4 A3-P5 A3-P6 A3-P7

A3 100 55 79 57 77 43 47
A3-P1 55 100 55 57 54
A3-P2 79 55 100 58 88 55 66
A3-P3 57 57 58 100 61 35 40
A3-P4 77 54 88 61 100 54 55
A3-P5 100
A3-P6 43 55 35 54 100 54
A3-P7 47 66 40 55 54 100
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Table 5: Application 3 Similarity Results By Packer(Test 1)

Analysis: Packed versions one, two, three, fowr,asid seven of application three demonstrate
between a 40-79% similarity match. Packer numbee, freporting anti-crack, license
management and wrapping capabilities demonstratesimilarity to any packed or unpacked
versions of application three.

Application 4: Internet Relay Chat Client

A4 A4-P1 A4-P2 A4-P3 A4-P4 A4-P5 A4-P6 A4-P7

A4 100
A4-P1 100
A4-P2 100
A4-P3 100
A4-P4 100
A4-P5 100
A4-P6 100

A4-P7 100
Table 6: Application 4 Similarity Results By Packer(Test 1)

Analysis: Across all seven tested binary packiniities, no fuzzy hash similarity to the original
file was demonstrated.

Application 5: Command Shell Utility #2

A5 A5-P1 A5-P2 A5-P3 A5-P4 A5-P5 A5-P6 A5-P7

A5 100
A5-P1 100
A5-P2 100
A5-P3 100
A5-P4 100
A5-P5 100
A5-P6 100

A5-P7 100
Table 7: Application 5 Similarity Results By Packer(Test 1)

Analysis: Across all seven tested binary packiniities, no fuzzy hash similarity to the original
file was demonstrated.

Application 6: TCP/IP-Based Scanning Utility

A6 A6-P1 AB-P2 AB-P3 A6-P4 AB-P5 A6-P6 A6-P7
A6 100 30
A6-P1 100
A6-P2 100
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AG-P3 100
AG-P4 100
A6-P5 100
A6-P6 100

A6-P7 | 30 100
Table 8: Application 6 Similarity Results By Packer(Test 1)

Analysis: Across six of the seven tested binarykpag utilities, only one demonstrated any
fuzzy hashing similarity to the original file.

Application 7 TCP/IP-Based Sniffing Utility

A7 A7-P1 A7-P2 A7-P3 A7-P4 A7-P5 A7-P6 A7-P7
A7 100 75
A7-P1 100
A7-P2 100
A7-P3 100
A7-P4 100
A7-P5 100
A7-P6 100

A7-P7 | 75 100
Table 9: Application 7 Similarity Results By Packer(Test 1)

Analysis: Across six of the seven tested binarykpar utilities, only one demonstrated any
fuzzy hashing similarity to the original file.

Packer 5 Similarities

Al-P5 A2-P5 A3-P5 A4-P5 A5-P5 A6-P5 A7-P5 A8-P5
Al-P5 100 41 43 43
A2-P5 100
A3-P5 41 100 49 41
A4-P5 100
A5-P5 43 49 100 40
A6-P5 43 41 40 100
A7-P5 100
A8-P5 100

Table 10: Packer 5 Similarity Results By Applicatim (Test 1)
Analysis: Applications one, three, five and six, emhpacked with packer number five,

demonstrated between a 40-49% similarity. Thisld/@@em to indicate that some level of the
resulting packed code is nearly identical acrosiipie samples.

Packer 6 Similarities

| | a1ps | n2ps | A3Ps | ma-P6 | A5-P6 | A6-P6 | A7-P6 | As-P6 |
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Al-P6 100 63 54 43

A2-P6 100

A3-P6 63 100 66 47

A4-P6 100

A5-P6 54 66 100 43

A6-P6 43 47 43 100

A7-P6 100

A8-P6 100

Table 11: Packer 6 Similarity Results By Applicatio (Test 1)

Analysis: Applications one, three, five and six, emhpacked with packer number six,
demonstrated between a 43-63% similarity. Thisldi@@em to indicate that some level of the
resulting packed code is nearly identical acrosHipie samples.

Conclusions:

1. In 5.6% of tested cases, a certain application bempacked with packer Y, resulted in a
slight to moderate fuzzy hash similarity to othacked versions of the same application
and/or the original executable.

a. Implication: Fuzzy hashing does not appear to gea solution for detection of
malicious code similarities across different pagkinilities.

2. In 3.6% of tested cases, a certain packer Y demaissdt slight levels of similarities to
another application also packed with the same pipacking utility.

a. Implication: Fuzzy hashing does not generally appeaidentify similarities
across different applications packed with the spatker.

b. Implication: When similarities are identified basedon a given packer, fuzzy
hashing techniques do not appear to indicate a lagél of similarity across
multiple applications.

c. Implication: Moderate levels of confidence (< 668§ not enough to uniquely
identify a particular application and may be trigggeby packer similarities.

-11- DigitalNinja (dn1nj4@gmedm)
April 05, 2007



Fuzzy Clarity: Using Fuzzy Hashing Techniques tenktfy Malicious Code

Fuzzy Test #2. Malware Family by Similarities

Test Objective: Determine whether antivirus results identify as rhers of the family a set of
malicious code identified as similar when utilizifugzzy hashing techniques.

Test Information: This test will utilize a small collection of malas code to examine various
antivirus vendor results when fuzzy hashing techesgidentify a set of malicious code as
similar.

Sample Base:This test began with a small collection of 5,000ngkes of malicious code
provided to the author for the purposes of this. tédo prior knowledge of the contents of the
sample was provided. All files were named onlthsir MD5 cryptographic hash.

A fuzzy hash comparison across all 5,000 malicidas identified grouping as large as 108 files
which shared some level of similarity (69-83%).siAgle file was chosen, along with the top 30
similar files for analysis. These 31 files wererttscanned with four different anti-virus utilities
to attempt to determine whether various vendor lugfined these tools as similar.

Again, the names of the files, anti-virus toolsd apecific virus detection names are masked to
focus primarily on the results of the testing.

Anti-Virus Tool Tool Category
1 Commercial Antivirus Vendor #1
2 Free Antivirus Vendor #1
3 Commercial Antivirus Vendor #2
4 Free Antivirus Vendor #2

Table 12: Antivirus Utilities
Method:

Create fuzzy hash list from 5000 files.

Select one file from list.

Conduct fuzzy hash matching between 5000 filessamgle selected file.
Gather top 30 similar files.

Conduct anti-virus scans on all 31 files.

arwnE

Data:

File 1|2 |3 |4|5|6 |7 |8]|9|10]|11|12]|13| 14|15
Subject | 83 | 80 | 80 | 83 | 82 | 80 | 80 | 80 | 85 | 85 | 82 | 82 |82 | 80 | 82
Table 13: Top 30 File Matches by Percentage Simildy (Test 2)

File 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 |24 |25 |26 | 27 | 28 | 29 | 30
Subject | 80 | 82 | 80 | 80 | 80 | 80 | 80 | 82 | 80 | 83 |83 |82 |85 |82 | 82
Table 14: Top 30 File Matches by Percentage Simildy (cont'd) (Test 2)

Analysis: Out of 5000 files, 107 files were idemd as similar using fuzzy hash techniques. The
30 most similar files, each having a different MBdsh, shared between 80-85% identical code.
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File AV1 AV2 AV3 AV4

Subject Virus 1 Virus 2 Undetected Undetected
1| Virus1 Virus 2 Undetected Undetected
2 | Virus1 Virus 2 Undetected Undetected
3 | Virus1 Virus 2 Undetected Undetected
4 | Virusl Virus 2 Undetected Undetected
5| Virus1 Virus 2 Undetected Undetected
6 | Virus1l Virus 2 Undetected Undetected
7| Virus1l Virus 2 Undetected Undetected
8 | Virus1l Virus 2 Undetected Undetected
9| Virus1l Virus 2 Undetected Undetected
10 | Virus1 Virus 2 Undetected Undetected
11 | Virus1 Virus 2 Undetected Undetected
12 | Virus1 Virus 2 Undetected Undetected
13 | Virus1 Virus 2 Undetected Undetected
14 | Virus1 Virus 2 Undetected Undetected
15 | Virus1 Virus 2 Undetected Undetected
16 | Virus1 Virus 2 Undetected Undetected
17 | Virus1 Virus 2 Undetected Undetected
18 | Virus1 Virus 2 Undetected Undetected
19 | Virus1 Virus 2 Undetected Undetected
20 | Virus 1 Virus 2 Undetected Undetected
21 | Virus1 Virus 2 Undetected Undetected
22 | Virus 1 Virus 2 Undetected Undetected
23 | Virus 1 Virus 2 Undetected Undetected
24 | Virus 1 Virus 2 Undetected Undetected
25 | Virus 1 Virus 2 Undetected Undetected
26 | Virus 1 Virus 2 Undetected Undetected
27 | Virus 1 Virus 2 Undetected Undetected
28 | Virus 1 Virus 2 Undetected Undetected
29 | Virus1 Virus 2 Undetected Undetected
30 | Virus1 Virus 2 Undetected Undetected

Table 15: Antivirus Detection Results of Similar Fies (Test 2)

Analysis: Of the 31 files scanned, commercial seamme identified all 31 as virus 1. Similarly,
free antivirus scanner one detected all 31 filemakcious, but part of a different virus family.
Neither commercial antivirus scanner number twor free antivirus scanner number two
detected any of the malicious code. All simildedi when detected by an antivirus scanner,
were identified by the same virus name.

Conclusion:

1. A single piece of malware, when compared againBstaof fuzzy hashes of known
threats can demonstrate similarities which fallhwita grouping of known virii with a
high level of confidence.

a. Implication: In the event of a new malicious codenple, which has not yet been
identified by antivirus vendors, it may be possibedetermine a virus family
based upon historical fuzzy hash data.
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b. Shortfall: A list of known malicious code fuzzy magalues must exist in order
for this technique to be successful.
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Fuzzy Test #3: Similarities within Malware Families

Test Objective: Determine whether fuzzy hashing techniques canrataly identify members
of a family of malicious code identified.

Test Information: This test will utilize a small collection of malaus code identified as being
part of a family to examine fuzzy hashing resufta &own family.

Sample Base:This test began with a small collection of 5,000npkes of malicious code
provided to the author for the purposes of this. tddo prior knowledge of the contents of the
sample was provided. All files were named onlythigir MD5 cryptographic hash.

An antivirus scan was performed across all 5,000croas files which identified 4 distinct virus
families, with one family having two variants. files remained undetected. From this list, one
virus family was selected which contained 440 fibesring distinct cryptographic hashes. The
selected virus family was not identical to thedw®isen for test #2.

Method:

1. Scan all 5,000 files with an antivirus scanner.
2. ldentify a unique grouping of malicious files.
3. Conduct fuzzy hash matching comparisons.

Data: (See table data on following page)

Analysis: Of the 440 malicious files identified bsing part of the same virus family, only 33
files demonstrated some degree of similarity. €hH&3 files ranged between 30-86% similarity,
with a median of 67%. The data shows approximdtaly different groupings of similar files
within this family of detections.

Conclusion:

1. Malicious code within a given family (as identifiday antivirus vendors) does not
necessarily demonstrate a highly level of simijaritMalicious code samples within a
given family may vary wildly.

a. Implication: Levels of confidence over 69% may seas a relevant baseline for
identifying a particular family of malicious code which a particular sample
belongs. Further testing should be conducted langar sample base to confirm.

c. Shortfall: A list of known malicious code fuzzy agalues must exist in order
for this technique to be successful.

-15- DigitalNinja (dn1nj4@gmedm)
April 05, 2007



Fuzzy Clarity: Using Fuzzy Hashing Techniques tenkify Malicious Code

1 2 3 4 5 6 7 8 9| 20| 11| 12| 13| 14| 15| 16 | 17 | 18 | 19 | 20 | 21 | 22| 23| 24| 25| 26| 27| 28| 29| 30| 31| 32| 33
1| 100 | 63| 60 66 | 61 | 66 60 | 68 65 | 68 | 65 | 68 | 66 66 | 68 | 69 65 | 65| 62| 68 | 49 | 68 68 1
2| 63| 100 | 68 71| 68| 74 74 | 68 65 | 75 | 72| 79| 72 74| 75| 74 71| 75| 72| 82| 49| 72 65 2
3| 60 | 68 | 100 69 | 58 | 66 69 | 68 57| 72| 65| 69 | 61 63 | 69 | 72 65 | 71| 63| 66 | 49 | 68 61 3
4 100 a1 44 a1 41 43 | 4
5| 66| 71| 69 100 | 68 | 71 74 | 12 69 | 80 | 77| 80| 71 74| 75| 75 72| 77| 71| 75| 50| 80 75 5
6| 61| 68 | 58 68 | 100 | 68 71| 63 63 | 69 | 69 | 72| 65 68 | 72| 71 66 | 69 | 74| 72| 47| 72 63 6
7| 66| 74| 66 71 | 68 | 100 79 | 75 63 | 80 | 77| 75| 71 74| 75| 75 72| 74| 71| 75| 47| 74 68 7
8 100 77 69 30 8
9| 60| 74| 69 74 | 71| 79 00 | 72 69 | 75| 77| 75| 68 74 | 80 | 75 69 | 80| 71| 75 | 50 | 80 66 9
10 | 68 | 68 | 68 72| 63| 75 72 | 100 61 | 80 | 71| 77| 69 72| 74| 75 68 | 74 | 66 | 74| 49 | 74 69 10
11 41 100 40 36 41 40 | 11
12 77 100 30 12
13 44 40 100 36 38 38 | 13
14 | 65 | 65| 57 69 | 63 | 63 69 | 61 100 | 68 | 68 | 68 | 66 66 | 68 | 66 65 | 68 | 66 | 68 | 47 | 65 68 14
15 | 68| 75| 72 80 | 69 | 80 75 | 80 68 | 100 | 83 | 82 | 72 75 | 86 | 80 74 | 83| 75| 8 | 50| 79 77 15
16 | 65| 72| 65 77 | 69 | 77 77| 71 68 | 83 | 100 | 79 | 77 74 | 83| 77 74 | 75| 74| 79| 47| 80 71 16
17 | 68 | 79 | 69 80 | 72| 75 75 | 77 68 | 82 | 79 | 100 | 75 75 | 86 | 80 74 | 83| 79| 8 | 47| 79 74 17
18 | 66 | 72| 61 71| 65| 71 68 | 69 66 | 72| 77 | 75 | 100 71| 15| 711 72| 7| 71| 79| a7 | 74 69 18
19 41 36 36 100 41 43 | 19
20 | 66| 74| 63 74 | 68| 74 74| 12 66 | 75| 74| 75| T 00 | 75 | 79 66 | 77| 68| 80 | s0 | 77 69 20
21 | 68| 75| 69 75| 72| 75 80 | 74 68 | 86 | 83| 8 | 75 75 | 100 | 80 74 | 83| 75| 82 | 47| 83 71 21
2| 69| 74| 72 75| 71| 75 75 | 75 66 | 80 | 77| 80 | 71 79 | 80 | 100 69 | 77| 74| 85 | 49 | 82 72 22
23 69 100 35 23
24 | 65| 71| 65 72| 66| 72 69 | 68 65 | 74| 74| 74| 72 66 | 74 | 69 00 | 71| 69| 71| 46| 7 68 24
25 | 65| 75| 71 77| 69 | 74 80 | 74 68 | 83| 75| 83| 71 77| 83| 77 71 | 100 | 74| 79| 47 | 80 71 25
26 | 62| 72| 63 71| 74| nn 71| 66 66 | 75| 74| 79| T 68 | 75 | 74 69 | 74 | 100 | 75 | 49 | 7 66 26
27 | 68| 82| 66 75| 72| 75 75 | 74 68 | 82| 79| 8 | 79 80 | 82| 85 71| 79| 75 | 100 | 47 | 79 71 27
28 | 49 | 49 | a9 50 | 47 | 47| 30| 50 | 49 30 47 | 50 | a7 | 47 | 47 50 | 47 | 49| 35 | 46 | 47 | 49| 47 [ 100 | 49 | 30 46 28
29 | 68| 72| 68 80 | 72| 74 80 | 74 65 | 79| 80 | 79| 74 77 | 83| 82 71| 80| 71| 79| 49 | 100 71 29
30 30 100 30
31 41 41 38 41 100 40 | 31
32 | 68| 65| 61 75 | 63 | 68 66 | 69 68 | 77| 71| 74| 69 69 | 71| 72 68 | 71| 66 | 71| 46 | 71 100 32
33 43 40 38 43 40 100 | 33
1 2 3 4 5 6 7 8 9| 20| 12| 12| 13| 14| 15| 16| 17 | 18| 19| 20| 21| 22| 23| 24| 25| 26| 27| 28| 29| 30| 31| 32| 33

Table 16: Similarity within Malware Family (Test 3)
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Final Thoughts and Conclusions

Fuzzy hashing techniques are not the silver butlesave the world from computer security
threats. However, as compared to positional-basgatographic fingerprinting algorithms such
as MD5 and SHA-1, fuzzy hashing techniques aregaifgiant step in the direction of more
quickly identifying new samples of malicious codResearch data shows that it is possible to
identify a group of similar malicious files by utiing these techniques.

Binary packers, on average, prove troublesomeuizyf hashing techniques. Multiple copies of
a single source, packed with different binary paskd#o not necessarily resemble either each
other, or the original file. Thus, the overall exffiveness of fuzzy hashing is reduced when
varied packers are used.

In order to facilitate fuzzy hash usage with angrée of effectiveness, a source of fuzzy hashes
must be identified. The sharing of fuzzy hash galdor newly discovered malicious code
samples by security researchers could allow fanarease in overall detection and identification
abilities, without requiring these individuals agdups to specifically share malicious code
samples.

Overall, fuzzy hashing techniques for malware detacand identification are believed to net an
increase in information security posture. They simple to implement and simple to share.
While the results of this research are not conetugjiven the sample sizes in use, the basic
concepts have proven sound.

Further Research

Integration of fuzzy hashing techniques into adargpllection and analysis infrastructure could
potentially draw correlations to other securityated data points. Some examples of potential
data points for research might be:

Malware similarity by geographical distribution
Social networking inferences of similar malware
Botnet family similarity

Malware similarity by phishing event

Malware similarity by e-fraud event.
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